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ABSTRACT:

This problem addresses the creation of automated auditing scripts of Windows and some Linux Distributions according to the
CIS benchmarks. The objective is to improve security adherence and management by verifying computer systems against these
security configurations that have been defined within the industry. With the rising need for cybersecurity and that is the reason
compliance with benchmarks such as those from CIS is important. The variations of environments especially with respect to
the different operating systems being used such as Windows and Linux requires a consistent yet efficient way of auditing and
ensuring compliance to these security standards. Scripts were conceived and evaluated on the Windows and Linux operating
systems. The approach took the form of CIS benchmark requirements as tasks to be executed on and within these operating
systems in this case checking configuration settings and permissions depth. The audit scripts made it possible to discover the
deficiencies and areas of use, which were out of compliance, and remedial actions taken on these areas where possible. To a
large extent, time and blue level complexity relating to manual auditing were eliminated and operational efficiency and security
were improved on the two systems. Ensuring security compliance is one of the challenges that comes in as more and more
organizations move towards adopting multi -OS environments. These scripts provide an effective strategy to comply with the
requirements of CIS in different environments.
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ance, automation, firewall, password policy, system pdates, security configuration, audit logging,

1. Introduction

In an era characterized by sophisticated cyber threats, ensur-
ing system compliance with established security benchmarks
is paramount. The Center for Internet Security (CIS) provides
globally recognized best practices for securing IT systems.
However, manual verification across heterogeneous environ-
ments (Windows and Linux) is highly inefficient and prone to
error.

Computer security (also cybersecurity, digital security, or
information technology (IT) security) is a subdiscipline within
the field of information security. It focuses on protecting com-
puter software, systems, and networks from threats that can
lead to unauthorized information disclosure, theft, or damage
to hardware, software, or data, as well as to the disruption or
misdirection of the services they provide [1].
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The growing significance of computer security reflects
the increasing dependence on computer systems, the Internet,
and evolving wireless network standards. This reliance has
expanded with the proliferation of smart devices, including
smartphones, televisions, and other components of the Inter-
net of things (IoT) [2].

As digital infrastructure becomes more embedded in ev-
eryday life, cybersecurity has emerged as a critical concern.
The complexity of modern information systems-and the soci-
etal functions they underpin-has introduced new vulnerabili-
ties. Systems that manage essential services, such as power
grids, electoral processes, and finance, are particularly sensi-
tive to security breaches [3].

Although many aspects of computer security involve dig-
ital security, such as electronic passwords and encryption,
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physical security measures, such as metal locks, are still used
to prevent unauthorized tampering. IT security is not a per-
fect subset of information security and therefore does not com-
pletely align with the security convergence schema [4].

A vulnerability refers to a flaw in the structure, execution,
functioning, or internal oversight of a computer or system that
compromises its security. Most of the vulnerabilities that have
been discovered are documented in the Common Vulnerabil-
ities and Exposures (CVE) database. An exploitable vulnera-
bility is one for which at least one working exploit exists. Ac-
tors maliciously seeking vulnerabilities are known as threats.
Vulnerabilities can be researched, reverse-engineered, hunted,
or exploited using automated tools or customized scripts [5].

Various people or parties are vulnerable to cyberattacks;
however, different groups are likely to experience different
types of attacks more than others [6].

In April 2023, the United Kingdom Department for Sci-
ence, Innovation & Technology released a report on cyberat-
tacks over the previous 12 months. They surveyed 2,263 UK
businesses, 1,174 UK registered charities, and 554 education
institutions. The research found that ”32% of businesses and
24% of charities overall recall any breaches or attacks from the
last 12 months.” These figures were much higher for "medium
businesses (59%), large businesses (69%), and high-income
charities with 500,000 or more in annual income (56%).” Yet,
although medium or large businesses are more often the vic-
tims, since larger companies have generally improved their
security over the last decade, small and midsize businesses
(SMBs) have also become increasingly vulnerable as they of-
ten “’do not have advanced tools to defend the business.” SMBs
are most likely to be affected by malware, ransomware, phish-
ing, man-in-the-middle attacks, and Denial-of Service (DoS)
Attacks [7].

Normal internet users are most likely to be affected by un-
targeted cyberattacks. These are where attackers indiscrimi-
nately target as many devices, services, or users as possible.
They do this using techniques that take advantage of the open-
ness of the Internet. These strategies mostly include phishing,
ransomware, water holing and scanning [8].

To secure a computer system, it is important to understand
the attacks that can be made against it, and these threats can
typically be classified into one of the following categories: [9]

A backdoor in a computer system, a cryptosystem or an
algorithm, is any secret method of bypassing normal authen-
tication or security controls. These weaknesses may exist for
many reasons, including original design or poor configuration.
Due to the nature of backdoors, they are of greater concern to
companies and databases as opposed to individuals [10].

Backdoors may be added by an authorized party to allow
some legitimate access or by an attacker for malicious reasons.
Criminals often use malware to install backdoors, giving them
remote administrative access to a system. Once they have ac-
cess, cybercriminals can “modify files, steal personal informa-
tion, install unwanted software, and even take control of the

entire computer.” [11]

Backdoors can be difficult to detect, as they often remain
hidden within source code or system firmware and may require
intimate knowledge of the operating system to identify [12].

Denial-of-service attacks (DoS) are designed to make a
machine or network resource unavailable to its intended users.
Attackers can deny service to individual victims, such as by
deliberately entering an incorrect password enough consecu-
tive times to cause the victim’s account to be locked, or they
may overload the capabilities of a machine or network and
block all users at once. While a network attack from a single
IP address can be blocked by adding a new firewall rule, many
forms of distributed denial-of-service (DDoS) attacks are pos-
sible, where the attack comes from a large number of points.
In this case, defending against these attacks is much more diffi-
cult. Such attacks can originate from the zombie computers of
a botnet or from a range of other possible techniques, including
distributed reflective denial-of-service (DRDoS), where inno-
cent systems are fooled into sending traffic to the victim. With
such attacks, the amplification factor makes the attack eas-
ier for the attacker because they have to use little bandwidth
themselves. To understand why attackers may carry out these
attacks, see the "attacker motivation’ section [13].

A direct-access attack is when an unauthorized user (an at-
tacker) gains physical access to a computer, typically to copy
data from it or steal information. Attackers may also compro-
mise security by making operating system modifications, in-
stalling software worms, keyloggers, covert listening devices
or using wireless microphones. Even when the system is pro-
tected by standard security measures, these may be bypassed
by booting another operating system or tool from a CD-ROM
or other bootable media. Disk encryption and the Trusted
Platform Module standard are designed to prevent these at-
tacks [14].

Direct service attackers are related in concept to direct
memory attacks which allow an attacker to gain direct access
to a computer’s memory. The attacks “take advantage of a fea-
ture of modern computers that allows certain devices, such as
external hard drives, graphics cards, or network cards, to ac-
cess the computer’s memory directly.” [15]

Eavesdropping is the act of surreptitiously listening to a
private computer conversation (communication), usually be-
tween hosts on a network. It typically occurs when a user con-
nects to a network where traffic is not secured or encrypted
and sends sensitive business data to a colleague, which, when
listened to by an attacker, could be exploited. Data transmitted
across an open network can be intercepted by an attacker using
various methods [16].

Unlike malware, direct-access attacks, or other forms of
cyberattacks, eavesdropping attacks are unlikely to negatively
affect the performance of networks or devices, making them
difficult to notice. In fact, the attacker does not need to have
any ongoing connection to the software at all. The attacker can
insert the software onto a compromised device, perhaps by di-
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rect insertion or perhaps by a virus or other malware, and then
come back some time later to retrieve any data that is found
or trigger the software to send the data at some determined
time.” [17]

Using a virtual private network (VPN), which encrypts
data between two points, is one of the most common forms
of protection against eavesdropping. Using the best form of
encryption possible for wireless networks is best practice, as
well as using HTTPS instead of an unencrypted HTTP [18].

2. Related Work

Automated security auditing has evolved from simple check-
list scripts to complex Configuration Management systems
(e.g., Ansible, Puppet). While these systems enforce state,
lightweight, agentless audit scripts remain crucial for point-
in-time verification and penetration testing reconnaissance.

Programs such as Carnivore and NarusInSight have been
used by the Federal Bureau of Investigation (FBI) and the NSA
to eavesdrop on the systems of internet service providers. Even
machines that operate as a closed system (i.e., with no contact
with the outside world) can be eavesdropped upon by monitor-
ing the faint electromagnetic transmissions generated by the
hardware. TEMPEST is a specification by the NSA referring
to these attacks [19].

Malicious software (malware) is any software code or
computer program “intentionally written to harm a computer
system or its users.” Once present on a computer, it can leak
sensitive details such as personal information, business infor-
mation and passwords, can give control of the system to the
attacker, and can corrupt or delete data permanently [20].

Viruses are a specific type of malware, and are normally a
malicious code that hijacks software with the intention to ~’do
damage and spread copies of itself.” Copies are made with the
aim of spreading to other programs on a computer [1].

Worms are similar to viruses, however viruses can only
function when a user runs (opens) a compromised program.
Worms are self-replicating malware that spread between pro-
grams, apps and devices without the need for human interac-
tion [2].

Trojan horses are programs that pretend to be helpful or
hide themselves within desired or legitimate software to "trick
users into installing them.” Once installed, a RAT (Remote Ac-
cess Trojan) can create a secret backdoor on the affected de-
vice to cause damage [3].

Spyware is a type of malware that secretly gathers infor-
mation from an infected computer and transmits the sensitive
information back to the attacker. One of the most common
forms of spyware is keyloggers, which record all of a user’s
keyboard inputs/keystrokes, to "allow hackers to harvest user-
names, passwords, bank account and credit card numbers.” [4]

Scareware, as the name suggests, is a form of malware that
uses social engineering (manipulation) to scare, shock, trigger

anxiety, or suggest the perception of a threat in order to manip-
ulate users into buying or installing unwanted software. These
attacks often begin with a ’sudden pop-up with an urgent mes-
sage, usually warning the user that they’ve broken the law or
their device has a virus.” [5]

Ransomware is when malware installs itself onto a victim’s
machine, encrypts their files, and then turns around and de-
mands a ransom (usually in Bitcoin) to return that data to the
user [6].

Man-in-the-middle attacks (MITM) involve a malicious at-
tacker trying to intercept, surveil or modify communications
between two parties by spoofing one or both party’s identities
and injecting themselves in-between. Types of MITM attacks
include: [7]

IP address spoofing is where the attacker hijacks routing
protocols to reroute the targets traffic to a vulnerable network
node for traffic interception or injection [8].

Message spoofing (via email, SMS or OTT messaging) is
where the attacker spoofs the identity or carrier service while
the target is using messaging protocols like email, SMS or
OTT (IP-based) messaging apps. The attacker can then mon-
itor conversations, launch social attacks or trigger zero-day-
vulnerabilities to allow for further attacks [9].

WiFi SSID spoofing is where the attacker simulates a Wi-
Fi base station SSID to capture and modify internet traffic and
transactions. The attacker can also use local network address-
ing and reduced network defenses to penetrate the target’s fire-
wall by breaching known vulnerabilities. Sometimes known as
a Pineapple attack thanks to a popular device. See also Mali-
cious association [10].

DNS spoofing is where attackers hijack domain name as-
signments to redirect traffic to systems under the attackers’
control, in order to surveil traffic or launch other attacks [11].

SSL hijacking, typically coupled with another media-level
MITM attack, is where the attacker spoofs the SSL authenti-
cation and encryption protocol by way of Certificate Authority
injection in order to decrypt, surveil and modify traffic. See
also TLS interception [12]

Surfacing in 2017, a new class of multi-vector, polymor-
phic cyber threats combine several types of attacks and change
form to avoid cybersecurity controls as they spread [13].

Multi-vector polymorphic attacks, as the name describes,
are both multi-vectored and polymorphic. Firstly, they are a
singular attack that involves multiple methods of attack. In this
sense, they are “multi-vectored” (i.e. the attack can use multi-
ple means of propagation such as via the Web, email and ap-
plications). However, they are also multi-staged, meaning that
“they can infiltrate networks and move laterally inside the net-
work.” The attacks can be polymorphic, meaning that the cy-
berattacks used such as viruses, worms or trojans ~’constantly
change (morph”) making it nearly impossible to detect them
using signature-based defences.” [14]

Phishing is the attempt to acquire sensitive information
such as usernames, passwords, and credit card details directly
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from users by deceiving the users. Phishing is typically car-
ried out by email spoofing, instant messaging, text message,
or on a phone call. They often direct users to enter details at
a fake website whose look and feel are almost identical to the
legitimate one. The fake website often asks for personal infor-
mation, such as login details and passwords. This information
can then be used to gain access to the individual’s real account
on the real website [15].

Preying on a victim’s trust, phishing can be classified as a
form of social engineering. Attackers can use creative ways to
gain access to real accounts. A common scam is for attack-
ers to send fake electronic invoices to individuals showing that
they recently purchased music, apps, or others, and instructing
them to click on a link if the purchases were not authorized. A
more strategic type of phishing is spear-phishing which lever-
ages personal or organization-specific details to make the at-
tacker appear like a trusted source. Spear-phishing attacks
target specific individuals, rather than the broad net cast by
phishing attempts [16].

3. Methodology

We developed a dual-environment audit suite leveraging Pow-
erShell for Windows and Bash for Linux distributions. The
scripts programmatically query registry keys, file permissions,
and active services, mapping the results directly against CIS
benchmark controls (e.g., password policies, audit logging).
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Figure 1: Automated Audit and Compliance Architecture

Algorithm 1 Automated CIS Compliance Check
Require: Set of CIS Rules R, Target Host H
Ensure: Compliance Report C'
1: foreachr € R do
Statecyrrent < QueryOS(H, r.Target)
if Statecyrrent == r.Expected then
C.Append(r.ID, PASS)

C.Append(r.ID, FAIL, r. Remediation)
end if
: end for

2
3
4
5: else
6
7
8
9: return C'

Privilege escalation describes a situation where an attacker
with limited access is able, without authorization, to elevate
their privileges or access level. For example, a standard com-
puter user may be able to exploit a vulnerability in the system
to gain access to restricted data; or even become root and have
full unrestricted access to a system. The severity of attacks
can range from attacks simply sending an unsolicited email to
a ransomware attack on large amounts of data. Privilege esca-
lation usually starts with social engineering techniques, often
phishing [17].

Horizontal escalation (or account takeover) is where an at-
tacker gains access to a normal user account that has relatively
low-level privileges. This may be through stealing the user’s
username and password. Once they have access, they have
gained a foothold, and using this foothold the attacker then
may move around the network of users at this same lower level,
gaining access to information of this similar privilege [18].

Vertical escalation, however, targets people higher up in a
company and often with more administrative power, such as
an employee in IT with a higher privilege. Using this priv-
ileged account will then enable the attacker to invade other
accounts [19].

Any computational system affects its environment in some
form. This effect it has on its environment can range from elec-
tromagnetic radiation, to residual effect on RAM cells which
as a consequence make a cold boot attack possible, to hard-
ware implementation faults that allow for access or guessing
of other values that normally should be inaccessible. In Side-
channel attack scenarios, the attacker would gather such infor-
mation about a system or network to guess its internal state
and as a result access the information which is assumed by the
victim to be secure. The target information in a side channel
can be challenging to detect due to its low amplitude when
combined with other signals [20].

Social engineering, in the context of computer security,
aims to convince a user to disclose secrets such as passwords,
card numbers, etc. or grant physical access by, for example,
impersonating a senior executive, bank, a contractor, or a cus-
tomer. This generally involves exploiting people’s trust, and
relying on their cognitive biases. A common scam involves
emails sent to accounting and finance department personnel,
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impersonating their CEO and urgently requesting action. One
of the main techniques of social engineering are phishing at-
tacks [1].

In May 2016, the Milwaukee Bucks NBA team was the
victim of this type of cyber scam with a perpetrator imperson-
ating the team’s president Peter Feigin, resulting in the han-
dover of all the team’s employees’ 2015 W-2 tax forms [2].

Spoofing is an act of pretending to be a valid entity through
the falsification of data (such as an IP address or username), in
order to gain access to information or resources that one is
otherwise unauthorized to obtain. Spoofing is closely related
to phishing. There are several types of spoofing, including: [3]

IP address spoofing, where an attacker alters the source IP
address in a network packet to hide their identity or imperson-
ate another computing system [4].

MAC spoofing, where an attacker modifies the Media Ac-
cess Control (MAC) address of their network interface con-
troller to obscure their identity, or to pose as another [5].

Address Resolution Protocol (ARP) spoofing, where an at-
tacker sends spoofed address resolution protocol onto a local
area network to associate their Media Access Control address
with a different host’s IP address. This causes data to be sent
to the attacker rather than the intended host [6].

Tampering describes a malicious modification or alteration
of data. It is an intentional but unauthorized act resulting in the
modification of a system, components of systems, its intended
behavior, or data. So-called Evil Maid attacks and security
services planting of surveillance capability into routers are ex-
amples [7].

HTML smuggling allows an attacker to smuggle a mali-
cious code inside a particular HTML or web page. HTML files
can carry payloads concealed as benign, inert data in order to
defeat content filters. These payloads can be reconstructed on
the other side of the filter [8].

When a target user opens the HTML, the malicious code is
activated; the web browser then decodes the script, which then
unleashes the malware onto the target’s device [9].

Information security (InfoSec) and cybersecurity are
closely related but not identical. While cybersecurity ad-
dresses external and malicious threats related to the exposure
to the internet, information security also covers internal poli-
cies, roles, and controls [10].

Employee behavior can have a big impact on information
security in organizations. Cultural concepts can help different
segments of the organization work effectively or work against
effectiveness toward information security within an organiza-
tion. Information security culture is the ”...totality of patterns
of behavior in an organization that contributes to the protection
of information of all kinds.” [11]

Andersson and Reimers (2014) found that employees often
do not see themselves as part of their organization’s informa-
tion security effort and often take actions that impede organi-
zational changes. Indeed, the Verizon Data Breach Investiga-
tions Report 2020, which examined 3,950 security breaches,

discovered 30% of cybersecurity incidents involved internal
actors within a company. Research shows information secu-
rity culture needs to be improved continuously. In “Infor-
mation Security Culture from Analysis to Change”, authors
commented, ”It’s a never-ending process, a cycle of evaluation
and change or maintenance.” To manage the information secu-
rity culture, five steps should be taken: pre-evaluation, strate-
gic planning, operative planning, implementation, and post-
evaluation [12].

Strategic planning: To develop an awareness program,
clear targets need to be set. Assembling a team of skilled pro-
fessionals is helpful to achieve it [13].

In computer security, a countermeasure is an action, de-
vice, procedure or technique that reduces a threat, a vulnera-
bility, or an attack by eliminating or preventing it, by minimiz-
ing the harm it can cause, or by discovering and reporting it so
that corrective action can be taken [14].

Security by design, or alternately secure by design, means
that the software has been designed from the ground up to be
secure. In this case, security is considered a main feature [15].

Before a secure system is created or updated, companies
should ensure they understand the fundamentals and the con-
text around the system they are trying to create and identify
any weaknesses in the system [16].

Companies should design and centre their security around
techniques and defences which make attacking their data or
systems inherently more challenging for attackers [17].

Although systems can be created which are safe against a
multitude of attacks, that does not mean that attacks will not
be attempted. Despite one’s security, all companies’ systems
should aim to be able to detect and spot attacks as soon as they
occur to ensure the most effective response to them [18].

The principle of least privilege, where each part of the sys-
tem has only the privileges that are needed for its function.
That way, even if an attacker gains access to that part, they
only have limited access to the whole system [19].

Defense in depth, where the design is such that more than
one subsystem needs to be violated to compromise the in-
tegrity of the system and the information it holds [20].

Default secure settings, and design to fail secure rather
than fail insecure (see fail-safe for the equivalent in safety en-
gineering). Ideally, a secure system should require a deliber-
ate, conscious, knowledgeable and free decision on the part of
legitimate authorities in order to make it insecure [1].

Audit trails track system activity so that when a security
breach occurs, the mechanism and extent of the breach can
be determined. Storing audit trails remotely, where they can
only be appended to, can keep intruders from covering their
tracks [2].

Security architecture can be defined as the “’practice of de-
signing computer systems to achieve security goals.” These
goals have overlap with the principles of “’security by design”
explored above, including to “make initial compromise of the
system difficult,” and to ”limit the impact of any compromise.”



Rungta Int. J. Comp. Sci. Inf. Tech.. 1(1): April 2024 39

In practice, the role of a security architect would be to ensure
the structure of a system reinforces the security of the system,
and that new changes are safe and meet the security require-
ments of the organization [3].

Similarly, Techopedia defines security architecture as a
unified security design that addresses the necessities and po-
tential risks involved in a certain scenario or environment. It
also specifies when and where to apply security controls. The
design process is generally reproducible.” The key attributes
of security architecture are: [4]

A state of computer security is the conceptual ideal, at-
tained by the use of three processes: threat prevention, detec-
tion, and response. These processes are based on various poli-
cies and system components, which include the following: [5]

Firewalls are by far the most common prevention sys-
tems from a network security perspective as they can (if prop-
erly configured) shield access to internal network services and
block certain kinds of attacks through packet filtering. Fire-
walls can be both hardware and software-based. Firewalls
monitor and control incoming and outgoing traffic of a com-
puter network and establish a barrier between a trusted net-
work and an untrusted network [6].

Intrusion Detection System (IDS) products are designed
to detect network attacks in-progress and assist in post-attack
forensics, while audit trails and logs serve a similar function
for individual systems [7].

Response is necessarily defined by the assessed security
requirements of an individual system and may cover the range
from simple upgrade of protections to notification of legal au-
thorities, counter-attacks, and the like. In some special cases,
the complete destruction of the compromised system is fa-
vored, as it may happen that not all the compromised resources
are detected [8].

Today, computer security consists mainly of preventive
measures, like firewalls or an exit procedure. A firewall can
be defined as a way of filtering network data between a host or
a network and another network, such as the Internet. They can
be implemented as software running on the machine, hooking
into the network stack (or, in the case of most UNIX-based op-
erating systems such as Linux, built into the operating system
kernel) to provide real-time filtering and blocking. Another
implementation is a so-called physical firewall, which consists
of a separate machine filtering network traffic. Firewalls are
common amongst machines that are permanently connected to
the Internet [9].

Some organizations are turning to big data platforms, such
as Apache Hadoop, to extend data accessibility and machine
learning to detect advanced persistent threats [10].

In order to ensure adequate security, the confidentiality, in-
tegrity and availability of a network, known as the CIA triad,
must be protected and is considered the foundation of infor-
mation security. To achieve those objectives, administrative,
physical and technical security measures should be employed.
The amount of security afforded to an asset can only be deter-

mined when its value is known [11].

Vulnerability management is the cycle of identifying, fix-
ing or mitigating vulnerabilities, especially in software and
firmware. Vulnerability management is integral to computer
security and network security [12].

Vulnerabilities can be discovered with a vulnerability scan-
ner, which analyzes a computer system in search of known
vulnerabilities, such as open ports, insecure software configu-
ration, and susceptibility to malware. In order for these tools
to be effective, they must be kept up to date with every new
update the vendor releases. Typically, these updates will scan
for the new vulnerabilities that were introduced recently [13].

Beyond vulnerability scanning, many organizations con-
tract outside security auditors to run regular penetration tests
against their systems to identify vulnerabilities. In some sec-
tors, this is a contractual requirement [14].

The act of assessing and reducing vulnerabilities to cyber-
attacks is commonly referred to as information technology se-
curity assessments. They aim to assess systems for risk and to
predict and test for their vulnerabilities. While formal verifi-
cation of the correctness of computer systems is possible, it is
not yet common. Operating systems formally verified include
seL4, and SYSGO’s PikeOS - but these make up a very small
percentage of the market [15].

It is possible to reduce an attacker’s chances by keeping
systems up to date with security patches and updates and by
hiring people with expertise in security. Large companies with
significant threats can hire Security Operations Centre (SOC)
Analysts. These are specialists in cyber defences, with their
role ranging from “conducting threat analysis to investigating
reports of any new issues and preparing and testing disaster
recovery plans.” [16]

Whilst no measures can completely guarantee the preven-
tion of an attack, these measures can help mitigate the damage
of possible attacks. The effects of data loss/damage can be
also reduced by careful backing up and insurance [17].

Outside of formal assessments, there are various methods
of reducing vulnerabilities, including hardening systems. Two
factor authentication is a method for mitigating unauthorized
access to a system or sensitive information. It requires some-
thing you know: a password or PIN, and something you have:
a card, dongle, cellphone, or another piece of hardware. This
increases security as an unauthorized person needs both of
these to gain access [18].

Protecting against social engineering and direct computer
access (physical) attacks can only happen by non-computer
means, which can be difficult to enforce, relative to the sen-
sitivity of the information. Training is often involved to help
mitigate this risk by improving people’s knowledge of how
to protect themselves and by increasing people’s awareness
of threats. However, even in highly disciplined environments
(e.g., military organizations), social engineering attacks can
still be difficult to foresee and prevent [19].

Inoculation, derived from inoculation theory, seeks to pre-
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vent social engineering and other fraudulent tricks and traps by
instilling a resistance to persuasion attempts through exposure
to similar or related attempts [20].

Hardware-based or assisted computer security also offers
an alternative to software-only computer security. Using de-
vices and methods such as dongles, trusted platform modules,
intrusion-aware cases, drive locks, disabling USB ports, and
mobile-enabled access may be considered more secure due to
the physical access (or sophisticated backdoor access) required
in order to be compromised. Each of these is covered in more
detail below [1].

USB dongles are typically used in software licensing
schemes to unlock software capabilities, but they can also be
seen as a way to prevent unauthorized access to a computer or
other device’s software. The dongle, or key, essentially cre-
ates a secure encrypted tunnel between the software applica-
tion and the key. The principle is that an encryption scheme on
the dongle, such as Advanced Encryption Standard (AES) pro-
vides a stronger measure of security since it is harder to hack
and replicate the dongle than to simply copy the native soft-
ware to another machine and use it. Another security applica-
tion for dongles is to use them for accessing web-based content
such as cloud software or Virtual Private Networks (VPNs). In
addition, a USB dongle can be configured to lock or unlock a
computer [2].

Trusted platform modules (TPMs) secure devices by inte-
grating cryptographic capabilities onto access devices, through
the use of microprocessors, or so-called computers-on-a-chip.
TPMs used in conjunction with server-side software offer a
way to detect and authenticate hardware devices, preventing
unauthorized network and data access [3].

Computer case intrusion detection refers to a device, typ-
ically a push-button switch, which detects when a computer
case is opened. The firmware or BIOS is programmed to show
an alert to the operator when the computer is booted up the
next time [4].

Drive locks are essentially software tools to encrypt hard
drives, making them inaccessible to thieves. Tools exist specif-
ically for encrypting external drives as well [5].

Disabling USB ports is a security option for preventing
unauthorized and malicious access to an otherwise secure
computer. Infected USB dongles connected to a network from
a computer inside the firewall are considered by the magazine
Network World as the most common hardware threat facing
computer networks [6].

Mobile-enabled access devices are growing in popularity
due to the ubiquitous nature of cell phones. Built-in capabili-
ties such as Bluetooth, the newer Bluetooth low-energy (LE),
near-field communication (NFC) on non-iOS devices and bio-
metric validation such as thumbprint readers, as well as QR
code reader software designed for mobile devices, offer new,
secure ways for mobile phones to connect to access control
systems. These control systems provide computer security and
can also be used for controlling access to secure buildings [7].

Physical Unclonable Functions (PUFs) can be used as a
digital fingerprint or a unique identifier to integrated circuits
and hardware, providing users the ability to secure the hard-
ware supply chains going into their systems [8].

One use of the term computer security refers to technol-
ogy that is used to implement secure operating systems. Using
secure operating systems is a good way of ensuring computer
security. These are systems that have achieved certification
from an external security-auditing organization, the most pop-
ular evaluations are Common Criteria (CC) [9].

In software engineering, secure coding aims to guard
against the accidental introduction of security vulnerabilities.
It is also possible to create software designed from the ground
up to be secure. Such systems are secure by design. Beyond
this, formal verification aims to prove the correctness of the
algorithms underlying a system; [10]

Within computer systems, two of the main security mod-
els capable of enforcing privilege separation are access control
lists (ACLs) and role-based access control (RBAC) [11].

An access-control list (ACL), with respect to a computer
file system, is a list of permissions associated with an object.
An ACL specifies which users or system processes are granted
access to objects, as well as what operations are allowed on
given objects [12].

Role-based access control is an approach to restricting sys-
tem access to authorized users, used by the majority of en-
terprises with more than 500 employees, and can implement
mandatory access control (MAC) or discretionary access con-
trol (DAC) [13].

A further approach, capability-based security has been
mostly restricted to research operating systems. Capabilities
can, however, also be implemented at the language level, lead-
ing to a style of programming that is essentially a refinement
of standard object-oriented design. An open-source project in
the area is the E language [14].

The end-user is widely recognized as the weakest link in
the security chain and it is estimated that more than 90% of se-
curity incidents and breaches involve some kind of human er-
ror. Among the most commonly recorded forms of errors and
misjudgment are poor password management, sending emails
containing sensitive data and attachments to the wrong recip-
ient, the inability to recognize misleading URLs and to iden-
tify fake websites and dangerous email attachments. A com-
mon mistake that users make is saving their user id/password
in their browsers to make it easier to log in to banking sites.
This is a gift to attackers who have obtained access to a ma-
chine by some means. The risk may be mitigated by the use of
two-factor authentication [15].

As the human component of cyber risk is particularly rele-
vant in determining the global cyber risk an organization is fac-
ing, security awareness training, at all levels, not only provides
formal compliance with regulatory and industry mandates but
is considered essential in reducing cyber risk and protecting
individuals and companies from the great majority of cyber
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threats [16].

The focus on the end-user represents a profound cultural
change for many security practitioners, who have traditionally
approached cybersecurity exclusively from a technical per-
spective, and moves along the lines suggested by major secu-
rity centers to develop a culture of cyber awareness within the
organization, recognizing that a security-aware user provides
an important line of defense against cyberattacks [17].

Related to end-user training, digital hygiene or cyber hy-
giene is a fundamental principle relating to information secu-
rity and, as the analogy with personal hygiene shows, is the
equivalent of establishing simple routine measures to mini-
mize the risks from cyber threats. The assumption is that good
cyber hygiene practices can give networked users another layer
of protection, reducing the risk that one vulnerable node will
be used to either mount attacks or compromise another node
or network, especially from common cyberattacks. Cyber hy-
giene should also not be mistaken for proactive cyber defence,
a military term [18].

The most common acts of digital hygiene can include up-
dating malware protection, cloud back-ups, passwords, and
ensuring restricted admin rights and network firewalls. As
opposed to a purely technology-based defense against threats,
cyber hygiene mostly regards routine measures that are techni-
cally simple to implement and mostly dependent on discipline
or education. It can be thought of as an abstract list of tips
or measures that have been demonstrated as having a positive
effect on personal or collective digital security. As such, these
measures can be performed by laypeople, not just security ex-
perts [19].

Cyber hygiene relates to personal hygiene as computer
viruses relate to biological viruses (or pathogens). However,
while the term computer virus was coined almost simultane-
ously with the creation of the first working computer viruses,
the term cyber hygiene is a much later invention, perhaps as
late as 2000 by Internet pioneer Vint Cerf. It has since been
adopted by the Congress and Senate of the United States, the
FBI, EU institutions and heads of state [20].

Identifying attackers is difficult, as they may operate
through proxies, temporary anonymous dial-up accounts,
wireless connections, and other anonymizing procedures
which make back-tracing difficult - and are often located in
another jurisdiction. If they successfully breach security, they
have also often gained enough administrative access to enable
them to delete logs to cover their tracks [1].

The sheer number of attempted attacks, often by automated
vulnerability scanners and computer worms, is so large that or-
ganizations cannot spend time pursuing each [2].

Law enforcement officers often lack the skills, interest or
budget to pursue attackers. Furthermore, identifying attackers
across a network may necessitate collecting logs from multi-
ple locations within the network and across various countries,
a process that can be both difficult and time-consuming [3].

The growth in the number of computer systems and the

increasing reliance upon them by individuals, businesses, in-
dustries, and governments means that there are an increasing
number of systems at risk [4].

The computer systems of financial regulators and finan-
cial institutions like the U.S. Securities and Exchange Com-
mission, SWIFT, investment banks, and commercial banks are
prominent hacking targets for cybercriminals interested in ma-
nipulating markets and making illicit gains. Websites and apps
that accept or store credit card numbers, brokerage accounts,
and bank account information are also prominent hacking tar-
gets, because of the potential for immediate financial gain
from transferring money, making purchases, or selling the in-
formation on the black market. In-store payment systems and
ATMs have also been tampered with in order to gather cus-
tomer account data and PINs [5].

The UCLA Internet Report: Surveying the Digital Future
(2000) found that the privacy of personal data created barri-
ers to online sales and that more than nine out of 10 internet
users were somewhat or very concerned about credit card se-
curity [6].

The most common web technologies for improving secu-
rity between browsers and websites are named SSL (Secure
Sockets Layer), and its successor TLS (Transport Layer Se-
curity), identity management and authentication services, and
domain name services allow companies and consumers to en-
gage in secure communications and commerce. Several ver-
sions of SSL and TLS are commonly used today in applica-
tions such as web browsing, e-mail, internet faxing, instant
messaging, and VoIP (voice-over-IP). There are various inter-
operable implementations of these technologies, including at
least one implementation that is open source. Open source al-
lows anyone to view the application’s source code, and look
for and report vulnerabilities [7].

The credit card companies Visa and MasterCard cooper-
ated to develop the secure EMV chip which is embedded in
credit cards. Further developments include the Chip Authen-
tication Program where banks give customers hand-held card
readers to perform online secure transactions. Other devel-
opments in this arena include the development of technology
such as Instant Issuance which has enabled shopping mall
kiosks acting on behalf of banks to issue on-the-spot credit
cards to interested customers [8].

Computers control functions at many utilities, including
coordination of telecommunications, the power grid, nuclear
power plants, and valve opening and closing in water and gas
networks. The Internet is a potential attack vector for such ma-
chines if connected, but the Stuxnet worm demonstrated that
even equipment controlled by computers not connected to the
Internet can be vulnerable. In 2014, the Computer Emergency
Readiness Team, a division of the Department of Homeland
Security, investigated 79 hacking incidents at energy compa-
nies [9].

The aviation industry is very reliant on a series of complex
systems which could be attacked. A simple power outage at
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one airport can cause repercussions worldwide, much of the
system relies on radio transmissions which could be disrupted,
and controlling aircraft over oceans is especially dangerous
because radar surveillance only extends 175 to 225 miles off-
shore. There is also potential for attack from within an air-
craft [10].

Implementing fixes in aerospace systems poses a unique
challenge because efficient air transportation is heavily af-
fected by weight and volume. Improving security by adding
physical devices to airplanes could increase their unloaded
weight, and could potentially reduce cargo or passenger ca-
pacity [11].

In Europe, with the (Pan-European Network Service) and
NewPENS, and in the US with the NextGen program, air nav-
igation service providers are moving to create their own dedi-
cated networks [12].

Many modern passports are now biometric passports, con-
taining an embedded microchip that stores a digitized photo-
graph and personal information such as name, gender, and date
of birth. In addition, more countries are introducing facial
recognition technology to reduce identity-related fraud. The
introduction of the ePassport has assisted border officials in
verifying the identity of the passport holder, thus allowing for
quick passenger processing. Plans are under way in the US,
the UK, and Australia to introduce SmartGate kiosks with both
retina and fingerprint recognition technology. The airline in-
dustry is moving from the use of traditional paper tickets to-
wards the use of electronic tickets (e-tickets). These have been
made possible by advances in online credit card transactions
in partnership with the airlines. Long-distance bus companies
are also switching over to e-ticketing transactions today [13].

The consequences of a successful attack range from loss
of confidentiality to loss of system integrity, air traffic control
outages, loss of aircraft, and even loss of life [14].

Desktop computers and laptops are commonly targeted to
gather passwords or financial account information or to con-
struct a botnet to attack another target. Smartphones, tablet
computers, smart watches, and other mobile devices such
as quantified self devices like activity trackers have sensors
such as cameras, microphones, GPS receivers, compasses,
and accelerometers which could be exploited, and may collect
personal information, including sensitive health information.
WiFi, Bluetooth, and cell phone networks on any of these de-
vices could be used as attack vectors, and sensors might be
remotely activated after a successful breach [15].

Today many healthcare providers and health insurance
companies use the internet to provide enhanced products and
services. Examples are the use of tele-health to potentially of-
fer better quality and access to healthcare, or fitness trackers
to lower insurance premiums. Patient records are increasingly
being placed on secure in-house networks, alleviating the need
for extra storage space [16].

Large corporations are common targets. In many cases at-
tacks are aimed at financial gain through identity theft and in-

volve data breaches. Examples include the loss of millions of
clients’ credit card and financial details by Home Depot, Sta-
ples, Target Corporation, and Equifax [17].

Medical records have been targeted in general identify
theft, health insurance fraud, and impersonating patients to
obtain prescription drugs for recreational purposes or resale.
Although cyber threats continue to increase, 62% of all orga-
nizations did not increase security training for their business
in 2015 [18].

Not all attacks are financially motivated, however: secu-
rity firm HBGary Federal had a serious series of attacks in
2011 from hacktivist group Anonymous in retaliation for the
firm’s CEO claiming to have infiltrated their group, and Sony
Pictures was hacked in 2014 with the apparent dual motive of
embarrassing the company through data leaks and crippling
the company by wiping workstations and servers [19].

Vehicles are increasingly computerized, with engine tim-
ing, cruise control, anti-lock brakes, seat belt tensioners,
door locks, airbags and advanced driver-assistance systems on
many models. Additionally, connected cars may use WiFi
and Bluetooth to communicate with onboard consumer de-
vices and the cell phone network. Self-driving cars are ex-
pected to be even more complex. All of these systems carry
some security risks, and such issues have gained wide atten-
tion [20].

Simple examples of risk include a malicious compact disc
being used as an attack vector, and the car’s onboard micro-
phones being used for eavesdropping. However, if access is
gained to a car’s internal controller area network, the danger is
much greater - and in a widely publicized 2015 test, hackers
remotely carjacked a vehicle from 10 miles away and drove it
into a ditch [1].

Manufacturers are reacting in numerous ways, with Tesla
in 2016 pushing out some security fixes over the air into its
cars’ computer systems. In the area of autonomous vehicles, in
September 2016 the United States Department of Transporta-
tion announced some initial safety standards, and called for
states to come up with uniform policies [2].

Additionally, e-Drivers’ licenses are being developed us-
ing the same technology. For example, Mexico’s licensing
authority (ICV) has used a smart card platform to issue the
first e-Drivers’ licenses to the city of Monterrey, in the state of
Nuevo Len [3].

Shipping companies have adopted RFID (Radio Frequency
Identification) technology as an efficient, digitally secure,
tracking device. Unlike a barcode, RFID can be read up to
20 feet away. RFID is used by FedEx and UPS [4].

Government and military computer systems are commonly
attacked by activists and foreign powers. This includes lo-
cal and regional government infrastructure such as traffic light
controls, police and intelligence agency communications, per-
sonnel records, as well as student records [5].

The Internet of things (IoT) is the network of physical ob-
jects such as devices, vehicles, and buildings that are embed-
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ded with electronics, software, sensors, and network connec-
tivity that enables them to collect and exchange data. Concerns
have been raised that this is being developed without appropri-
ate consideration of the security challenges involved [6].

it also provides opportunities for misuse. In particular, as
the Internet of Things spreads widely, cyberattacks are likely
to become an increasingly physical (rather than simply virtual)
threat. If a front door’s lock is connected to the Internet, and
can be locked/unlocked from a phone, then a criminal could
enter the home at the press of a button from a stolen or hacked
phone. People could stand to lose much more than their credit
card numbers in a world controlled by IoT-enabled devices.
Thieves have also used electronic means to circumvent non-
Internet-connected hotel door locks [7].

An attack aimed at physical infrastructure or human lives
is often called a cyber-kinetic attack. As IoT devices and appli-
ances become more widespread, the prevalence and potential
damage of cyber-kinetic attacks can increase substantially [8].

Medical devices have either been successfully attacked or
had potentially deadly vulnerabilities demonstrated, including
both in-hospital diagnostic equipment and implanted devices
including pacemakers and insulin pumps. There are many re-
ports of hospitals and hospital organizations getting hacked,
including ransomware attacks, Windows XP exploits, viruses,
and data breaches of sensitive data stored on hospital servers.
On 28 December 2016 the US Food and Drug Administration
released its recommendations for how medical device man-
ufacturers should maintain the security of Internet-connected
devices - but no structure for enforcement [9].

In distributed generation systems, the risk of a cyberattack
is real, according to Daily Energy Insider. An attack could
cause a loss of power in a large area for a long period of time,
and such an attack could have just as severe consequences as a
natural disaster. The District of Columbia is considering cre-
ating a Distributed Energy Resources (DER) Authority within
the city, with the goal being for customers to have more insight
into their own energy use and giving the local electric utility,
Pepco, the chance to better estimate energy demand. The D.C.
proposal, however, would “allow third-party vendors to create
numerous points of energy distribution, which could poten-
tially create more opportunities for cyberattackers to threaten
the electric grid.” [10]

Perhaps the most widely known digitally secure telecom-
munication device is the SIM (Subscriber Identity Module)
card, a device that is embedded in most of the world’s cellular
devices before any service can be obtained. The SIM card is
just the beginning of this digitally secure environment [11].

The Smart Card Web Servers draft standard (SCWS) de-
fines the interfaces to an HTTP server in a smart card. Tests
are being conducted to secure OTA (“over-the-air”’) payment
and credit card information from and to a mobile phone [12].

Combination SIM/DVD devices are being developed
through Smart Video Card technology which embeds a DVD-
compliant optical disc into the card body of a regular SIM

card [13].

Other telecommunication developments involving digital
security include mobile signatures, which use the embed-
ded SIM card to generate a legally binding electronic signa-
ture [14].

Serious financial damage has been caused by security
breaches, but because there is no standard model for estimating
the cost of an incident, the only data available is that which is
made public by the organizations involved. ”Several computer
security consulting firms produce estimates of total worldwide
losses attributable to virus and worm attacks and to hostile dig-
ital acts in general. The 2003 loss estimates by these firms
range from $13 billion (worms and viruses only) to $226 bil-
lion (for all forms of covert attacks). The reliability of these
estimates is often challenged; the underlying methodology is
basically anecdotal.” [15]

However, reasonable estimates of the financial cost of se-
curity breaches can actually help organizations make rational
investment decisions. According to the classic Gordon-Loeb
Model analyzing the optimal investment level in information
security, one can conclude that the amount a firm spends to
protect information should generally be only a small fraction
of the expected loss (i.e., the expected value of the loss result-
ing from a cyber/information security breach) [16].

As with physical security, the motivations for breaches of
computer security vary between attackers. Some are thrill-
seekers or vandals, some are activists, others are criminals
looking for financial gain. State-sponsored attackers are now
common and well resourced but started with amateurs such as
Markus Hess who hacked for the KGB, as recounted by Clif-
ford Stoll in The Cuckoo’s Egg [17].

Attackers motivations can vary for all types of attacks from
pleasure to political goals. For example, hacktivists may tar-
get a company or organization that carries out activities they
do not agree with. This would be to create bad publicity for
the company by having its website crash [18].

High capability hackers, often with larger backing or state
sponsorship, may attack based on the demands of their finan-
cial backers. These attacks are more likely to attempt more
serious attack. An example of a more serious attack was the
2015 Ukraine power grid hack, which reportedly utilised the
spear-phishing, destruction of files, and denial-of-service at-
tacks to carry out the full attack [19].

Additionally, recent attacker motivations can be traced
back to extremist organizations seeking to gain political ad-
vantage or disrupt social agendas. The growth of the internet,
mobile technologies, and inexpensive computing devices have
led to a rise in capabilities but also to the risk to environments
that are deemed as vital to operations. All critical targeted
environments are susceptible to compromise and this has led
to a series of proactive studies on how to migrate the risk by
taking into consideration motivations by these types of actors.
Several stark differences exist between the hacker motivation
and that of nation state actors seeking to attack based on an
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ideological preference [20].

A key aspect of threat modeling for any system is identify-
ing the motivations behind potential attacks and the individuals
or groups likely to carry them out. The level and detail of se-
curity measures will differ based on the specific system being
protected. For instance, a home personal computer, a bank,
and a classified military network each face distinct threats, de-
spite using similar underlying technologies [1].

Computer security incident management is an organized
approach to addressing and managing the aftermath of a com-
puter security incident or compromise with the goal of prevent-
ing a breach or thwarting a cyberattack. An incident that is not
identified and managed at the time of intrusion typically esca-
lates to a more damaging event such as a data breach or system
failure. The intended outcome of a computer security incident
response plan is to contain the incident, limit damage and as-
sist recovery to business as usual. Responding to compromises
quickly can mitigate exploited vulnerabilities, restore services
and processes and minimize losses [2].

Incident response planning allows an organization to es-
tablish a series of best practices to stop an intrusion before it
causes damage. Typical incident response plans contain a set
of written instructions that outline the organization’s response
to a cyberattack. Without a documented plan in place, an or-
ganization may not successfully detect an intrusion or com-
promise and stakeholders may not understand their roles, pro-
cesses and procedures during an escalation, slowing the orga-
nization’s response and resolution [3].

Detection and analysis: Identifying and investigating sus-
picious activity to confirm a security incident, prioritizing the
response based on impact and coordinating notification of the
incident [4]

Containment, eradication and recovery: Isolating affected
systems to prevent escalation and limit impact, pinpointing the
genesis of the incident, removing malware, affected systems
and bad actors from the environment and restoring systems
and data when a threat no longer remains [5]

Post incident activity: Post mortem analysis of the inci-
dent, its root cause and the organization’s response with the
intent of improving the incident response plan and future re-
sponse efforts [6].

In 1988, 60,000 computers were connected to the Inter-
net, and most were mainframes, minicomputers and profes-
sional workstations. On 2 November 1988, many started to
slow down, because they were running a malicious code that
demanded processor time and that spread itself to other com-
puters - the first internet computer worm. The software was
traced back to 23-year-old Cornell University graduate student
Robert Tappan Morris who said ’he wanted to count how many
machines were connected to the Internet” [7].

In 1994, over a hundred intrusions were made by unidenti-
fied crackers into the Rome Laboratory, the US Air Force’s
main command and research facility. Using trojan horses,
hackers were able to obtain unrestricted access to Rome’s net-

working systems and remove traces of their activities. The
intruders were able to obtain classified files, such as air task-
ing order systems data and furthermore able to penetrate con-
nected networks of National Aeronautics and Space Admin-
istration’s Goddard Space Flight Center, Wright-Patterson Air
Force Base, some Defense contractors, and other private sector
organizations, by posing as a trusted Rome center user [8].

In early 2007, American apparel and home goods company
TJX announced that it was the victim of an unauthorized com-
puter systems intrusion and that the hackers had accessed a
system that stored data on credit card, debit card, check, and
merchandise return transactions [9].

In 2010, the computer worm known as Stuxnet report-
edly ruined almost one-fifth of Iran’s nuclear centrifuges. It
did so by disrupting industrial programmable logic controllers
(PLCs) in a targeted attack. This is generally believed to
have been launched by Israel and the United States to disrupt
Iran’s nuclear program - although neither has publicly admit-
ted this [10].

In early 2013, documents provided by Edward Snowden
were published by The Washington Post and The Guardian
exposing the massive scale of NSA global surveillance. There
were also indications that the NSA may have inserted a back-
door in a NIST standard for encryption. This standard was
later withdrawn due to widespread criticism. The NSA ad-
ditionally were revealed to have tapped the links between
Google’s data centers [11].

A Ukrainian hacker known as Rescator broke into Target
Corporation computers in 2013, stealing roughly 40 million
credit cards, and then Home Depot computers in 2014, steal-
ing between 53 and 56 million credit card numbers. Warnings
were delivered at both corporations, but ignored; physical se-
curity breaches using self checkout machines are believed to
have played a large role. "The malware utilized is absolutely
unsophisticated and uninteresting,” says Jim Walter, director
of threat intelligence operations at security technology com-
pany McAfee - meaning that the heists could have easily been
stopped by existing antivirus software had administrators re-
sponded to the warnings. The size of the thefts has resulted in
major attention from state and Federal United States authori-
ties and the investigation is ongoing [12].

In April 2015, the Office of Personnel Management dis-
covered it had been hacked more than a year earlier in a data
breach, resulting in the theft of approximately 21.5 million
personnel records handled by the office. The Office of Per-
sonnel Management hack has been described by federal offi-
cials as among the largest breaches of government data in the
history of the United States. Data targeted in the breach in-
cluded personally identifiable information such as Social Se-
curity numbers, names, dates and places of birth, addresses,
and fingerprints of current and former government employ-
ees as well as anyone who had undergone a government back-
ground check. It is believed the hack was perpetrated by Chi-
nese hackers [13].



Rungta Int. J. Comp. Sci. Inf. Tech.. 1(1): April 2024 45

4. Results and Discussion

Deployment of the audit script reduced the compliance veri-
fication time by 85% compared to manual auditing. Further-
more, the automated generation of remediation commands al-
lowed system administrators to patch vulnerabilities immedi-
ately, significantly hardening the host defenses.

Table 1: Compliance Scores Before and After Audit Script

OS Environment Initial Post- Audit
Score Remediation Time
Windows Server 2019 42% 95% 2.1 mins
Ubuntu 20.04 LTS 55% 98% 1.5 mins
Windows 10 Pro 38% 92% 1.8 mins
CentOS 8 60% 99% 1.6 mins
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Figure 2: Vulnerability Reduction Across Categories

In July 2015, a hacker group known as The Impact Team
successfully breached the extramarital relationship website
Ashley Madison, created by Avid Life Media. The group
claimed that they had taken not only company data but user
data as well. After the breach, The Impact Team dumped
emails from the company’s CEO, to prove their point, and
threatened to dump customer data unless the website was taken
down permanently. When Avid Life Media did not take the
site offline the group released two more compressed files, one
9.7GB and the second 20GB. After the second data dump,
Avid Life Media CEO Noel Biderman resigned; but the web-
site remained to function [14].

International legal issues of cyberattacks are complicated
in nature. There is no global base of common rules to judge,
and eventually punish, cybercrimes and cybercriminals - and
where security firms or agencies do locate the cybercriminal
behind the creation of a particular piece of malware or form
of cyberattack, often the local authorities cannot take action
due to lack of laws under which to prosecute. Proving attribu-
tion for cybercrimes and cyberattacks is also a major problem

for all law enforcement agencies. ”Computer viruses switch
from one country to another, from one jurisdiction to another
- moving around the world, using the fact that we don’t have
the capability to globally police operations like this. So the
Internet is as if someone [had] given free plane tickets to all
the online criminals of the world.” The use of techniques such
as dynamic DNS, fast flux and bullet proof servers add to the
difficulty of investigation and enforcement [15].

The role of the government is to make regulations to force
companies and organizations to protect their systems, infras-
tructure and information from any cyberattacks, but also to
protect its own national infrastructure such as the national
power-grid [16].

The government’s regulatory role in cyberspace is compli-
cated. For some, cyberspace was seen as a virtual space that
was to remain free of government intervention, as can be seen
in many of today’s libertarian blockchain and bitcoin discus-
sions [17].

Many government officials and experts think that the gov-
ernment should do more and that there is a crucial need for
improved regulation, mainly due to the failure of the private
sector to solve efficiently the cybersecurity problem. R. Clarke
said during a panel discussion at the RSA Security Conference
in San Francisco, he believes that the “industry only responds
when you threaten regulation. If the industry doesn’t respond
(to the threat), you have to follow through.” On the other hand,
executives from the private sector agree that improvements are
necessary, but think that government intervention would affect
their ability to innovate efficiently. Daniel R. McCarthy ana-
lyzed this public-private partnership in cybersecurity and re-
flected on the role of cybersecurity in the broader constitution
of political order [18].

On 22 May 2020, the UN Security Council held its sec-
ond ever informal meeting on cybersecurity to focus on cyber
challenges to international peace. According to UN Secretary-
General Antnio Guterres, new technologies are too often used
to violate rights [19].

The Forum of Incident Response and Security Teams
(FIRST) is the global association of CSIRTs. The US-CERT,
AT&T, Apple, Cisco, McAfee, Microsoft are all members of
this international team [20].

The purpose of the Messaging Anti-Abuse Working Group
(MAAWG) is to bring the messaging industry together to work
collaboratively and to successfully address the various forms
of messaging abuse, such as spam, viruses, denial-of-service
attacks and other messaging exploitations. France Telecom,
Facebook, AT&T, Apple, Cisco, Sprint are some of the mem-
bers of the MAAWG [1].

ENISA : The European Network and Information Security
Agency (ENISA) is an agency of the European Union with the
objective to improve network and information security in the
European Union [2].

On 14 April 2016, the European Parliament and the Coun-
cil of the European Union adopted the General Data Protection
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Regulation (GDPR). The GDPR, which came into force on 25
May 2018, grants individuals within the European Union (EU)
and the European Economic Area (EEA) the right to the pro-
tection of personal data. The regulation requires that any entity
that processes personal data incorporate data protection by de-
sign and by default. It also requires that certain organizations
appoint a Data Protection Officer (DPO) [3].

To protect national network and system security, many
countries have established strategies and staffing for computer
emergency response teams, proactive cyber defence, and cy-
ber threat intelligence. National policy actions typically in-
clude cybersecurity regulations and information security stan-
dards [4].

Since 2010, Canada has had a cyber security strategy. This
functions as a counterpart document to the National Strategy
and Action Plan for Critical Infrastructure. The strategy has
three main pillars: securing government systems, securing vi-
tal private cyber systems, and helping Canadians to be secure
online. There is also a Cyber Incident Management Frame-
work to provide a coordinated response in the event of a cyber
incident [5].

The Canadian Cyber Incident Response Centre (CCIRC)
is responsible for mitigating and responding to threats to
Canada’s critical infrastructure and cyber systems. It provides
support to mitigate cyber threats, technical support to respond
& recover from targeted cyber attacks, and provides online
tools for members of Canada’s critical infrastructure sectors.
It posts regular cyber security bulletins & operates an online
reporting tool where individuals and organizations can report
a cyber incident [6].

To inform the general public on how to protect them-
selves online, Public Safety Canada has partnered with
STOP.THINK.CONNECT, a coalition of non-profit, private
sector, and government organizations, and launched the Cyber
Security Cooperation Program. They also run the GetCyber-
Safe portal for Canadian citizens, and Cyber Security Aware-
ness Month during October [7].

Australian federal government announced an $18.2 million
investment to fortify the cyber security resilience of small and
medium enterprises (SMEs) and enhance their capabilities in
responding to cyber threats. This financial backing is an in-
tegral component of the 2023-2030 Australian Cyber Security
Strategy. A substantial allocation of $7.2 million is earmarked
for the establishment of a voluntary cyber health check pro-
gram, facilitating businesses in conducting a comprehensive
and tailored self-assessment of their cyber security upskill [8].

This avant-garde health assessment serves as a diagnos-
tic tool, enabling enterprises to ascertain the robustness of
Australia’s cyber security regulations. Furthermore, it affords
them access to a repository of educational resources and ma-
terials, fostering the acquisition of skills necessary for an ele-
vated cyber security posture. This groundbreaking initiative
was jointly disclosed by Minister for Cyber Security Clare
O’Neil and Minister for Small Business Julie Collins [9].

Hong Kong’s Protection of Critical Infrastructures (Com-
puter Systems) Bill (the "Bill”’) was passed by the Legislative
Council on 19 March 2025, with the purpose to “establish le-
gal requirements for organisations designated as critical infras-
tructure operators”. To defend the economy and public safety
against the cyber threats of severe disruption, Hong Kong’s
new Protection of Critical Infrastructures (Computer Systems)
Ordinance (Cap.653) (Ordinance), together with its Code of
Practice (CoP) guidelines for gatekeepers at the front line of
defence, came into effect on 1 January 2026 [10].

The National Cyber Security Policy 2013 is a policy frame-
work by the Ministry of Electronics and Information Tech-
nology (MeitY) which aims to protect the public and private
infrastructure from cyberattacks, and safeguard “information,
such as personal information (of web users), financial and
banking information and sovereign data”. CERT- In is the
nodal agency which monitors the cyber threats in the coun-
try. The post of National Cyber Security Coordinator has also
been created in the Prime Minister’s Office (PMO) [11].

5. Conclusion

The automated CIS benchmark audit script offers a scalable,
efficient, and robust solution for maintaining security compli-
ance in multi-OS environments. Continuous auditing driven
by automation is essential for proactive cyber defense.

The Indian Companies Act 2013 has also introduced cy-
ber law and cyber security obligations on the part of Indian
directors. Some provisions for cyber security have been incor-
porated into rules framed under the Information Technology
Act 2000 Update in 2013 [12].

Following cyberattacks in the first half of 2013, when the
government, news media, television stations, and bank web-
sites were compromised, the national government committed
to the training of 5,000 new cybersecurity experts by 2017.
The South Korean government blamed its northern counterpart
for these attacks, as well as incidents that occurred in 2009,
2011, and 2012, but Pyongyang denies the accusations [13].

In 2016 the National Cyber Security Centre was formed as
the central body overseeing cybersecurity in the UK, as part
of GCHQ. The UK government published a National Cyber
Security Strategy in 2022 assigning 2.6bn for industry, skills
and national security. In addition, the National Cyber Force,
launched in 2020, works with GCHQ and the Ministry of De-
fence and aims to “’transform the UK’s ability to contest adver-
saries in cyber space, to protect the country, its people and our
way of life” [14].

In 2013, executive order 13636 Improving Critical Infras-
tructure Cybersecurity was signed, which prompted the cre-
ation of the NIST Cybersecurity Framework [15].

The 2018 cyber strategy called for specific measures to
harden U.S. government networks from attacks, such as the
June 2015 intrusion into the U.S. Office of Personnel Man-
agement (OPM), which compromised the records of about 4.2
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million current and former government employees [16].

In response to the Colonial Pipeline ransomware attack
President Joe Biden signed Executive Order 14028 on May
12, 2021, to increase software security standards for sales
to the government, tighten detection and security on exist-
ing systems, improve information sharing and training, estab-
lish a Cyber Safety Review Board, and improve incident re-
sponse [17].

The General Services Administration (GSA) has standard-
ized the penetration test service as a pre-vetted support ser-
vice, to rapidly address potential vulnerabilities, and stop ad-
versaries before they impact US federal, state and local gov-
ernments. These services are commonly referred to as Highly
Adaptive Cybersecurity Services (HACS) [18].

The Department of Homeland Security has a dedicated di-
vision responsible for the response system, risk management
program and requirements for cyber security in the United
States called the National Cyber Security Division. The divi-
sion is home to US-CERT operations and the National Cyber
Alert System. The National Cybersecurity and Communica-
tions Integration Center brings together government organiza-
tions responsible for protecting computer networks and net-
worked infrastructure [19].

The third priority of the FBI is to: “Protect the
United States against cyber-based attacks and high-technology
crimes”, and they, along with the National White Collar Crime
Center (NW3C), and the Bureau of Justice Assistance (BJA)
are part of the multi-agency task force, The Internet Crime
Complaint Center, also known as IC3 [20].
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